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1 ABSTRACT

This document outlines the code that was produced and required in order to run WINTRE for
adversary emulation, the functionality of each code piece is described with inline comments
where appropriate.

WINTRE involves a C# GUI application that can execute tactics, techniques and procedures
(T'TPs) based on popular methods utilised by threat actors and advanced persistent threat
groups. This app would be used in Purple Team engagements to launch TTPs and produce
detailed logs to help an organisation test their detection analytics. This helps to generate
indicators of compromise whilst providing documentation for an organisation to help gain
visibility over what techniques they’re able to detect in their environment and ones they’re not
able to, in order to improve an organisation's security posture.



2 GUI (XAML/WINDOWS PRESENTATION FOUNDATION)

The following code are the XAML files used to create the interface, comprising of the

application's main window and its vatious pages, each of which are dedicated to specific
functionality.

2.1 MAINWINDOW.XAML

Run Selected Test

Clear Payionds

Default view on application startup.






2.2 TECHNIQUES.XAML

Defen asion [ Cr al Ther ollectio tration nmand and Cont Impact

Run Selected Test

Clear Payloads

system. Informatio

the neh

~04/28/2021 08:51 PM [EXECUTED: (Code Execution) C# Run Exe RAN SUCCESSFULLY]

~04/28/2021 08:51 PM [EXECUTED: (Discovery) Process Discovery RAN SUCCESSFUL
Image Name PID Session Name Session# Mem Usage

0 Services
4 Services K
0 K
1264 K
5804 K
1056 Services 6,936 K
1064 Console 712K
1128 Services
1148 Services
1264 Cenvicec

Tec/mz'qﬂe page which can be selected from the main window.






2.3 CAMPAIGNS.XAML

Description Tactics Techniques

Campaigns Page view.






2.4 CusSTOM.XAML

e.q. Local Account Dis

e.g. T1087

Custom page used to generate custom techniques.






2.5 REPORTS.XAML

< ee BERDMD

Allows the user to automatically generate and preview reports.







3 GENERAL FUNCTIONALITY (C#)
3.1 MAINWINDOW.XAML.CS










3.2 TECHNIQUES.XAML.CS










3.3 CAMPAIGNS.XAML.CS










3.4 CusTOM.XAML.CS







3.5 REPORTS.XAML.CS







3.6 SIMULATION.CS
















3.7 REPORTINGFUNCTIONS.CS













3.8 LOGGING.CS




4 TECHNIQUES

4.1 CoDE EXECUTION TECHNIQUES
4.1.1 BitsAdmin Execute CMD.cs




4.1.2 C# Run Exe.cs

4.1.3 Exploret.cs




41.4 FTP.cs




4.1.5 PowerShell Invoke Ex

4.1.6 PowerShell Run Exe.cs




4.1.7 PowerShell Start-Process.cs

4.1.8 RunDLL32.cs




4.1.9 Scheduled Task.cs




4.1.10 Visual Basic Script.cs

4.1.11 WMIC.cs




4.2 COLLECTION TECHNIQUES
4.21 Get Clipboard.cs

4.2.2 Screenshot.cs




4.3 COMMAND AND CONTROL TECHNIQUES
4.3.1 Bits Admin Download.cs




4.3.2 C# Reverse Shell.cs







4.3.3 Cert Util Download.cs




4.3.4 PowerShell Cutl.cs




4.3.5 PowerShell Reverse Shell.cs




4.3.6 PowerShell Wget.cs




4.4 CREDENTIAL THEFT
4.41 ComSvcs DLL LSASS Dump.cs




4.4.2 Force WDigest Plaintext.cs

4.4.3 PowerShell Credential Prompt.cs




4.4.4 SAM SYSTEM Esentutl exe.cs

4.4.5 SAM SYSTEM Reg exe.cs




4.4.6 SECURITY SYSTEM Reg exe.cs

4.4.7 WinAPI Credential Prompt.c




4.5 DATA EXFILTRATION TECHNIQUES
4.5.1 PowerShell POST Request.cs




4.5.2 PowerShell Wget POST.cs




4.6 DEFENCE EVASION TECHNIQUES
4.6.1 Rename System Utility

4.6.2 Add Defender Filetype Exclusion.cs




4.6.3 Disable Controlled Folder Access.cs

4.6.4 Disable Defender Behavioural Monitoring.cs




4.6.5 Disable PowerShell Command History.cs

4.6.6 Disable PUA Protection.cs




4.6.7 Disable Real Time Monitoring.cs

4.7 DISCOVERY TECHNIQUES
4.71 Get Defender Exclusion Paths PS.cs




4.7.2 Get PowerShell Versions CMD.cs

4.7.3 Get Registered AV.cs




4.7.4 Local Account Discovery.cs

4.7.5 Local Network Connections Discovery.cs




4.7.6 Process Discovery.cs




4.7.7 Security Software Discovery.cs




4.7.8 System Information Discovery.cs

4.7.9 User Discovery.cs




4.8 IMPACT TECHNIQUES
4.8.1 Ransomware.cs




4.9 PERSISTENCE TECHNIQUES
491 Admin Uset.cs




4.9.2 Hidden Uset.cs

4.9.3 RDP Usert.cs




5 EXAMPLE FILES

5.1 EXAMPLE.VBS

5.2 EXAMPLE.EXE

5.3 EXAMPLE.IL

Example.dll uses the same code as Example.exe, but with modified assembly to run .NET as a
DLL that can be called by RunDLIL32 (Chester, A, 2018). Example.il is the disassembled code
using the intermediate language disassembler.

This code was then re-compiled as Example.dll.
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